Lucian Constantin | IDG News Service | 2017.1.12

2 Pl = Ae 222 AAlste €% 'AEe}
|01S LAJMUCE RS7HA| O] MY = 2HAIOI] AFEAISS HHIH22
HAUS CS0A 2O OE I70HZ S48 &4Y A2 o gErt,.

Crediit: Peter Sayer

AI2t= C&C(Command-and-Control) A{H{Of|

o123 LRl NAg Y
£ WA} AHoicle) DR B33 71S J1A 4 YCHs Ho| AEHolC,

HEHOI iMoo T2 IMELS AES(Advanced Encryption Standard) 7|5 4445t CH2 C&C A{H{Of| 2
OFS0{2 RSA 37H7|2 Y 7|18 LSSISICt RSAQF 22 3717| YEsts 370712k 74017 |2 g%
Y (key pairs)0| H5tH, IA0| FA0|= ste| 327|= siiE 7117|208 St 4~ QCt

OiE2el HMoj= st ARE0| HX|E 0| C&C M2t 25l SHLIS| RSA 7|14 ddE 23
W7l= EFEO| HR22EER[2 71el7l= EU2 0] MHE HUR| 31 SHAS| ARE &
Ojsizt7t 2281 2lofl th7tE A=stAIE st SHaO|Ct.

AHHAUAE 22E
23

AHSoA ezl

%, QIE{Ul o| MHO| B4 BAHIE BHASAE LOICL oIS SOf, 2ot ¢
2 o

He ME7F LeHo| ofah RTHelCE goot T2 MA= AlASHR| 4Lt



U IO LD YBEE 0
A7IZ ARGEICE O] YAl
IEASPE M ECHs Holct

HT
e
Q
_).J_n
ro
Q
>_
B>
|H
il
,I'E
3
%]
(2]
o}
)
e
Y
[0
un
rlo
>
HH
o
2
N
N
E
Ho
é
un
é)lg
;OII
ful
2
o
[=!
HU
I
i
lo
0o

US AI=oHE AT SAZ 2= YAOIEO 2529| Y=stE AES 7|15 YZESHOF BT
c19] BFAE] RSA 7HRIZIE AMZol O|F ==altstal LA =24F Aoty 5=

3 E2 HESE AIBE=E X5

0

O] 2=t 2 L[aHAF 22| RSA 7HQ17|E ==8t5t T3, aiE 9% AtEdl THUS Foslst=0 22t
OIYE AES 7|1S =206ttt Ol Yoz Alets CRC MY BRYI0| 23Y 4 A0 2E |5t
oA 482 4 Us OFAH 7|7t E2iLs AS T/ 4 UACH

A _ 24| YEBH2 O|8EH 0|F0fs oI A
atzjo| 717 (0] HMASHR| o UBBIE MUSS HeIS 4 QU Wo| ICk D Tt

msiRlol et Ch Btg 276 Y

B AXBHE OfEt CH2 90l 2ANE 0|7} ULk OIS SOf, A2 Wshte| CieFs S30| Tt
2l (12 8242 278 4 s AlAHS TEC

OJsiAt7F |2 HALO|E0| Y2Eolof ot A=etel 7| THESOe e AREOAM AFREI 8T
M YES0| SOAUCL Ol SHAPI 53] 7|gES BA22 X2t BIE HHQIS AI’—%#E ds2 o
g dmelol LsHRHS0| =2t MH|AS AMEstell & TS & 4 UCks 2 o0&t

=2 =2 AN

2 Edf AH|2F £= 23[9 £0f W}, E= o

M

20| WHASOIA| ASHOR SUS 2HT 4 U

E5 I 56t A4 0|Q0|E AR 222 HER JIHS M T2 NHIAS ABFCH o443
oh CHIE Y HBES YA YT 25 BA(mmunit)ts AblAe TIASS

$ 0] HHUOIS M3t MHIACE O RE NHIAS CIEPH| OHE Gofls 2 7120 B3t
712| SEh= HZ5tn Utk

ruln

o

J

fo

l?j
2o n

)

2 2 ALO|E RpHs OFF 2 Cizielglof Yo, 1+E7Ha+ woICH o= £3 2toj2 et &l 5
S WS 4 9t 7|5 2T YTt UAALE HPYUSO0| B2S blo| 2D, 0 ZHISS BA|[0
Z21202 ukg3iCY,

0l PSS AT} RH0|D 2420| LG 220N HSOHCH Z Jofsict



o
=

g

pik=k
T

0
mate
2

[

| Mot W22 W25 Ut
2|2712| 2{A|0IQ} T2 2{A|O} 0|9 27} L
9|ZE ofolzol O|Y HEIIAS S BT

HTA(HTML Application) T}

f

b a— —

=
HAI0|C}, editor@itworld.co.kr

LI Y

HE 2| oI5t fch AlH

[ =

ot

oZ
I
(%]
ge)
o
-
Q
)
>
™

3R mae

S|A AZES|0f Z=2M0| YA
oAl ABIAIRE ALT} I

[J & & v BEE » Data(F) » 24
- ERECELES-Rg R Uy - MEH
= B
" rio=c ) pun= 2= s o 274 0] Z 7k s
- 0 64 Monitor 2. 0 06
P
fo]
7 1 AHI | 825 | HE|
oA 01E” ABREL C
[T 02
dwm, exe ceo 05
esif_assist B4,exe ceo m (W GRS
ETDCtrl,exe ceo oo
ETDCtriHelper,exe ceo oo
explorer,exe ceo 02
igixEM, exe ceo o
igixHIC, exe ceo o
gtk Tray, exe ceo o
iush3mon, exe =32 cea i}
RAYCpIGd, exe cea i}
taskeng,exe cen o
taskhost exe cea i}
taskmgr,exe cen o
winlogon,exe o 5
< i : e E e
5] DB BZsh= i 26420f.docx

[(BEE 4e7e =242 T0E | [Z=nzawim | ||
F

TEqA5E

c B & M2

CPU A1E: 34% 4H K27 20%

spora | Behaviar Blocking - 610212011

[J& & » ZEE » Data(F) » 2M
T4 - SHOIS B0 =3 v L M EH

= SARI|

n = =

) rLo=c £ =00 5

- 0 64 Monitor 2. 0 06
- = B 7S
E SEZEJH| Z2M2 [AHA [ & uE o
oo oiE NBR .. C.. -
CSISS,exe oo =
dwrn,exe cea o
esif_assist_Bd exe cea i}
ETDCtrl.exe cea i}
ETDCtrIHelper.exe cea i}
explorer.exe ceo oo
iafEM, exe ceo oo
iafxHK, exe ceo oo
iaf Tray, exe ceo oo
lusb3mon, exe 32 ceo oo
RAYCplEd,exe ceo oo
tagkeng,exe ceo oo
taskhost,exe ceo oo =
taskmagr.exe ceo 02
winlogan,exe oo =
« m f - C== =
B pos AT E SR FIE BE 22 dock

IFEEREECEETESE NG| [ Z=a2zH200 | | [

Zeqase CPU AtE: 9% AH H2E: 29% X
s MB o MM
Qlo 20| MM 2|7} AZBL UMY 0O BHS AA|ZE AfTHEHE

spora

| P2 o206 Dell HI0IE 2

A

njo

B4 & g,



Mmal®7t gf
ALt H- e
(& Spora Ransomware
Bce Bawwu patoyne 1 nuyHble dainbl 6biny 3awmdpoBaHbl

-
2] C:#UserswceowDesktop#KODAL-DCHFT-RZTZT-ZTX O ~ &
[ins BOCCTAHOBNEHUA MHGOPMALMM, MONYYEHWUA TapaHTUA U NOAASPHKKN,

2. e

2-1

cneayiTe UHCTPYKLIMW B NIAYHOM KaBUHeTe

hitps://spora.bz »

NWuHbIA KabuHeT

KODA1-DCHFT-RZTZT-ZTXKK-TOYYY
YT1o cny4unoce?

bl Gl MOAHEMLMPOBAHEI IPH NOMOLM anropiTMa RSA-1024. OGparHLIR
A NELADpOBaHMe. [I1A 3TOT0 HEOOXOMM Ball

HHO, ecnu Bam kTo-nubo

y HaC,

BINOMATL" Er0 HEBOZMOXHO.
CNEpEa KyNUT KoY

1. TOMEKO Ml MOKEM BOCCTAHOBTS Bauwt (haiint.
Bce KIIouM BOCCTAHOBNIEHHA XPAHATCA TOMBKO Y HAC, COOTBETCTB!
uae,

2. He oGpausaiitect K nocpeasmkam!

Login code

ENTER YOUR ID CODE
Problems with login? Contact us » admin@spora.bz
arce
s This site do not store any data
ontent; it just relays

Tor hidden
le through tt

ccess to
s to the respective hidden service

convenient
sts

The proxy doesn't inspect or modify cc

s provides

service
2 pure proxy that forwards requ
Limitations on liability relating to material online

This gateway to Tor hidden
Domain spora.bz is 2
and are not liable for the content
17 USC 2
just like a standard piece of network infrastructure
back and forth
sntent availe
ice Provic
>rotecte
have no obligation to block acce.
spora.one | https://spora.biz | http:
a.ch | hitps //spora cc | hitps

USA
>roxy is

1g¢

ore | https
hk | https://sp

among other laf

tet orelel 2ol ZELCt.

512(a),

2-3



ID: 5C6519FBEBES23 Balance: 0.00 USD Refill
Block Date 09.01.2017 ®
| My Purchasings Username. Administrator -
N 79% 50% 20% 30%
o 9 | Public Communication Messages. 5
FULL RESTORE IMMUNITY REMOVAL FILE RESTORE I Koala_2 jpg o anyone here? —
L FREE boooooh!
Greetings. Did you
synchronized your account? If
FILE RESTORE | ves, you could go to payment
area. After you receive BTC
address, you need to fill it with
Reference: You full decrypt price is 79 USD your amount.
’ After this you can unlock your
PC (download restore utility)
Available Payments Current Balance: 0.00 USD © oo
o AYYYYYYY LMAOOOOOO
~
Send
BitCoin Need Help? §
ccepiedfiere My Transactions
Date Task Balance
Discount Payment Deadline 13.01, 03:14 File Decode -0.00
0% NOT PAID 5
>l
S ==X |I=I;|_ =2 o ;I._l O|OD:| Al |7 'HEl ||— -”_T‘_ I_l [o]K=K=X Al A O] -”O
OI 9—|’%O“ki == AEotes 7ol UL ,EA|_F7‘07OE7\OE—|— AR B4 &= U=

L]
al =12 A

- Eo12aE

= zEE
& osKo (C)
s OSEn (D)
= Data (F)

212 Y Eg3gtdocx

317 0f
EEENE]
] =012 Azt =0k 5
) geres cogo] orE 0%
@) gerec 7|9 pose] 2L
= mA NGO AT ST 2o
B sHel 2 LIS B3 Al
@] 52712 713 25 wEhwp
@ SHPCET 3 PEs L0 T
T EHUS MOHARE H.pd
@] H=2s A2 f7HEE Tt

[Ral SIE{TI32.png

M 2T OfE P SHLpng
@) eate 238 630 7, 20 3
H0] AFME| docx

Of o AHE] 7|2hpn)
T NT ZWHOZ ML Aol B
) M7 547100 st 25h9F T4 Q

(x}

=

s Microsoft Word

Aol

= HoX Aol AX

| 2¢

Microsoft Office Word ®| =
LHED SH 2 207| [[/M\EDII Office Open XML TF 612 3 Y&E

A& docks(2) B &+ slalllh
ETTIN

27 046
2017-01

PAEQT .

3 W ol

LICY.



